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INTRODUCTION

Contributed by: Eric Bruce and Justin Simeone, Freshfields US LLP

Freshfields US LLP has a white-collar defence
team that is highly skilled in advising cross-bor-
der businesses on anti-bribery and corruption
risks arising anywhere in the world. The firm’s
US white-collar partners, most of whom are for-
mer federal prosecutors, lead a team with more
than 200 US lawyers working in close co-ordi-
nation with Freshfields’ offices in Europe, the
Middle East and Asia. Freshfields helps clients
respond to simultaneous inquiries from the US
DOJ, the US SEC and CFTC, the UK Serious
Fraud Office, and other global regulators and

Contributing Editor

Eric Bruce is a partner in
Freshfields’ global
investigations, white-collar
criminal defence, and disputes
practice. He represents boards
of directors, multi-national
corporations, and individual executives in
complex white-collar criminal defence matters
and corporate investigations. Eric is one of the
relatively few lawyers in the USA who has tried
an FCPA case to verdict and succeeded in
getting all charges against his client dismissed.
He previously served in the US Department of
Justice as Counselor to the Attorney General
and Senior Counsel to the Assistant Attorney
General for the Criminal Division. Eric also
spent more than ten years as a prosecutor in
the US Attorney’s Office for the Southern
District of New York.
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prosecutors, in connection with allegations of
bribery and corruption. Freshfields’ lawyers de-
velop multi-pronged defence strategies to navi-
gate the varied expectations of regulators and
prosecutors around the globe. The firm regularly
conducts international anti-bribery compliance
programme reviews and provides due diligence
and transactional advice for some of the world’s
leading investors, banks and multi-nationals.
Recent anti-corruption work has included se-
curing the first declination with disgorgement
under the DOJ’s Corporate Enforcement Policy.

Co-Author

Justin Simeone is a senior
associate in Freshfields’ global
investigations, white-collar
criminal defence, and disputes
practice. He represents
individuals and corporations in
white-collar defence, regulatory investigations,
and civil litigation matters. Justin has been a
member of multiple trial teams, including a
four-week jury trial involving criminal securities
fraud charges in the Southern District of New
York. In addition, he has experience leading
and conducting white-collar investigations
involving conduct in more than two dozen
countries, including investigations by the DOJ,
SEC, CFTC, and the World Bank spanning
allegations of fraud, anti-competitive practices,
securities violations, and Foreign Corrupt
Practices Act violations.
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Freshfields US LLP

700 13th Street, NW

10th Floor

Washington, DC 20005-3960
USA

Tel: +1 202 777 4500
Email: Eric.Bruce@freshfields.com
Web: www.freshfields.us

FRESHFIELDS

Anti-Corruption: The Global Picture

We are proud to introduce the eighth edition of
the Chambers Global Anti-Corruption Guide.
The purpose of this Guide is to provide an over-
view of current anti-bribery and corruption laws
in a wide range of countries, including insights
into key legal standards, enforcement policies,
and emerging trends, from the perspective of
leading practitioners in their respective jurisdic-
tions.

Global focus on combatting corruption

Amid geopolitical turbulence in recent years,
leaders from around the world have emphasised
that anti-bribery and corruption efforts remain
a top priority. In May 2023, following European
Commission President Ursula von de Leyen’s
promise to “eradicate corruption at home”, the
Commission announced a significant package
of reforms designed to strengthen prevention
efforts, expand the definition of criminal corrup-
tion, and increase criminal penalties and sanc-
tions.

Since that time, leaders around the world have
echoed a similar emphasis on anti-bribery and
corruption efforts. In September 2023, soon after
becoming the Director of the UK Serious Fraud
Office (SFO), Nick Ephgrave underscored the
SFO’s commitment to fight corruption: “Fraud
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wrecks lives and undermines the economy. |
am committed to building the strong, dynamic
and pragmatic authority the UK needs to fight
today’s most heinous economic crimes”. In
April 2024, he declared the SFO’s intention to
become “the pre-eminent specialist, innovative
and collaborative agency which leads the fight
against serious and complex fraud, bribery and
corruption”. Indeed, over the past year, the SFO
has executed a number of dawn raids and new
investigations in this area.

Beyond Europe, the United States continues to
be a driving force on anti-bribery and corrup-
tion efforts. At the outset of his term in office,
US President Joseph Biden declared corruption
a matter of “national security”. In December
2023, he reinforced the message that “[c]orrup-
tion poses an existential threat to prosperity,
security, and democracy — for Americans and
for people around the world”. In 2024, after a
brief downturn in Foreign Corrupt Practices Act
(FCPA)-related penalties during the pandemic
years, US authorities imposed more than USD1
billion in FCPA-related penalties.

Key developments in legislation, guidance,
and enforcement initiatives

The continued emphasis on combatting brib-
ery and corruption is further evident from many
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important legislative and policy reforms in recent
years. As noted above, in May 2023, the Euro-
pean Commission proposed a broad directive
aimed at combatting corruption, as part of a
broader effort to harmonise procedures for fight-
ing corruption across the EU member states.

Since that time, countries inside and outside the
European Union have implemented legislation
and policy guidance to further bolster anti-brib-
ery and corruption enforcement at the domes-
tic level. As the authors of this Guide explain
in greater detail within their individual chapters,
there have been noteworthy developments in
many countries. We briefly highlight just a few.

Australia - Combatting Foreign Bribery Act

In February 2024, the Australian Parliament
passed the Combatting Foreign Bribery Act,
marking a pivotal moment in Australia’s ongoing
battle against global corruption. This legislation
expands Australia’s anti-bribery and corruption
regime in several ways.

* First, the Act broadens the definition of “brib-
ery” by revising definitions such as “advan-
tage” and “associate”. It also clarifies that
the “intent” to influence does not need to be
directed at a specific official or to obtain a
specific business advantage.

+ Second, the Act mandates that corporations
take proactive steps to prevent bribery, and
the failure to do so can result in conviction
and significant penalties. More broadly, the
Act increases penalties for corporations and
individuals, including imprisonment of up to
ten years for individuals and considerable
fines for corporations.

* Finally, the Act mandates review of operations
and requires publication of clear guidance to
assist corporations in implementing measures
that prevent bribery and corruption.
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In August 2024, the Attorney General published
“Guidance on adequate procedures to prevent
the commission of foreign bribery”. The Guide
describes five main indicators of an effective
anti-bribery compliance programme:

1. a culture of integrity within the corporation;

2. pro-compliance conduct by top-level man-
agement;

3. a strong anti-bribery compliance function;

4, effective risk assessment; and

5. careful and proper use of third parties.

United Kingdom — Economic Crime and
Corporate Transparency Act

In October 2023, the United Kingdom imple-
mented the Economic Crime and Corporate
Transparency Act (ECCTA), which aims to reform
enforcement of economic crime and corporate
liability. Among other important features, the
ECCTA expands key definitions that are relevant
to enforcement actions.

« First, the Act broadens the scope of senior
executives whose actions can be attributed
to a company to establish criminal liability.
Previously, only individuals representing the
“direct mind and will” of a company could
create liability; now, “senior managers” can
also create liability. The Act broadly defines
“senior managers” as employees who play

a “significant role” in (i) making decisions
about managing or organising the whole or
a substantial part of a company; or (ii) actu-
ally managing or organising the whole or a
substantial part of a company.

Second, the Act adds a strict liability offence
of “failure to prevent fraud”, including fraud
by “associated persons,” who may include
employees or agents who act on behalf of a
company. The new offence only applies to
large organisations, but it has broad extrater-
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ritorial reach, which will likely be subject to
further guidance and court interpretation in
the future.

On the whole, the ECCTA has significant poten-
tial to bolster the SFO’s stated objective to
increase anti-bribery and corruption enforce-
ment actions over the coming years.

France - Anti-Corruption Agency Guidelines
on Sponsorships and Charitable Donations

In recent years, the French Anti-Corruption
Agency (AFA) has published updated guid-
ance on key anti-bribery and corruption topics,
including a March 2023 Guide on “Internal Anti-
Corruption Investigations,” which provides an
overview of best practices for companies.

In March 2024, the AFA published new Guide-
lines on “Managing Risk in Corporate Sponsor-
ships and Patronage Activities,” which is an area
that can expose many companies to unexpected
bribery risks. Among other guidance, it clarifies
the definitions of these important terms:

* First, the Guidelines explain that sponsorship,
which is not otherwise defined under French
law, involves support to an event, entity, or
individual of a philanthropic, educational, sci-
entific, social, humanitarian, sporting, family,
cultural, artistic, or environmental nature, with
a view to gaining a direct benefit from the
transaction.

+ Second, the Guidelines explain that charitable
donations, which is defined under French tax
law, involve material or financial support given
to a legal entity or charitable organisation to
carry out activities that benefit the general
interest, without any direct or indirect benefit
in return.

8 CHAMBERS.COM

The Guidelines discuss risks associated with
these activities and provide recommendations
on how to avoid such risks. It includes exam-
ples of potentially problematic situations and
proposes specific prevention and detection
measures that are in line with the AFA’s general
anti-corruption guidelines. It also recommends
corporate compliance measures, such as poli-
cies, procedures, written agreements, training,
and internal controls designed to prevent activi-
ties that may lead to criminal exposure.

United States - International Corporate Anti-
Bribery Initiative

Amid these legislative and policy developments,
the United States remains a leader in anti-bribery
and corruption efforts worldwide. To that end, in
November 2023, the DOJ announced the crea-
tion of the International Corporate Anti-Bribery
Initiative (ICAB), which aims to strengthen global
efforts in combatting corruption through shared
data and enhanced cross-border co-operation.

The ICAB intends to strengthen the United
States’ ability to identify, investigate, and even-
tually prosecute foreign bribery offences by
working with law enforcement partners in other
countries, and international data experts. Act-
ing Assistant Attorney General Nicole Argentieri
has explained: “The Justice Department cannot
succeed in combating corruption on our own.
Criminals involved in bribery move across inter-
national borders, as do the illicit proceeds of
their crimes. To effectively fight these offenses,
strong partnerships and cooperation with our
international counterparts is mission critical”.

Indeed, during 2024, the DOJ announced sev-
eral significant FCPA resolutions that involved
joint co-operation between the DOJ and foreign
authorities, including Colombian, Ecuadorian,
Indian, Indonesian, Panamanian, Portuguese,
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Singaporean, South African, and Swiss authori-
ties.

Expanding policy initiatives to expand
whistle-blower protections

Against the backdrop of these legislative and
policy developments, there has been a notable
push to strengthen whistle-blower incentives
and protections in Europe and the United States.

In 2019, the EU Whistle-Blowing Directive
established new protections for whistle-blowers
who report breaches of EU law. In July 2024,
the European Commission announced that all
member states had transposed the Directive’s
main provisions in their domestic law. Despite
some delays in transposition, the Directive has
generated significant domestic legal reforms.
For example, in 2023, Austria, Germany, Italy,
and Spain all enacted domestic laws that secure
protection of whistle-blowers. As required by
the Directive, common features of these laws
include:

» clearly established reporting channels for
internal, external, and public reporting;

* heightened whistle-blower protections that
prevent retaliation and ensure confidentiality;
and

* increased sanctions for employers that harm
whistle-blowing by obstructing communica-
tion, failing to maintain confidentiality, allow-
ing retaliation, and similar actions.

Beyond the EU region, authorities in the United
States have since taken significant steps that are
designed to further incentivise whistle-blowers
in the anti-bribery and corruption space.

Since 2011, the Securities and Exchange Com-

mission (SEC) has operated a whistle-blower
programme that entitles qualifying individuals to
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a portion of the penalties collected in a result-
ing enforcement action, leading the SEC to pay
nearly USD600 million in awards and receive
18,000 whistle-blower tips in fiscal year 2023
alone. In April 2024, the DOJ announced a similar
Corporate Whistleblower Awards Pilot Program,
which will entitle non-culpable individuals to
receive a portion of assets that result from suc-
cessful prosecutions involving criminal or civil
forfeitures. It also announced a Pilot Program on
Voluntary Self-Disclosure for Individuals, which
offers culpable individuals who co-operate
with DOJ investigations discretionary grants of
immunity, and entry into non-prosecution agree-
ments. Since that time, several US Attorney’s
Offices — including those in the Southern District
of New York and the Northern District of Califor-
nia — have implemented similar programmes that
allow whistle-blowers to receive non-prosecu-
tion agreements, even if those whistle-blowers
were involved in the underlying misconduct.

Importantly, the new US whistle-blower pro-
grammes complement other recent DOJ poli-
cies that offer significant penalty reductions for
companies that disclose new information that
DOJ authorities have not already received from
others. By design, these dual policies set up a
potential race to disclose between companies
and individual whistle-blowers. As Lisa Mona-
co, DOJ Deputy Attorney General, summarised
in her March 2024 remarks: “[Olur message
to whistle-blowers is clear: the Department of
Justice wants to hear from you. And to those
considering a voluntary self-disclosure, our mes-
sage is equally clear: knock on our door before
we knock on yours.”

Conclusion

As these highlights illustrate, anti-bribery and
corruption efforts remain at the top of the
agenda for government enforcement agencies
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around the world. It is more important than ever
for practitioners to remain familiar with the legal
standards, enforcement policies, and emerging
trends in this area.

The following chapters provide valuable insights
from expert practitioners who closely follow
these developments within their respective
jurisdictions. We sincerely thank the authors for
their excellent contributions. We hope that prac-
titioners will continue to find this Guide to be a
valuable resource for understanding and navi-
gating anti-bribery and corruption laws around
the world.
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AUSTRALIA TRENDS AND DEVELOPMENTS

Trends and Developments

Contributed by:
Dennis Miralis, Kartia Zappavigna and Darren Pham
Nyman Gibson Miralis

Nyman Gibson Miralis is an international,
award-winning criminal defence law firm based
in Sydney, Australia. For nearly 60 years, it has
been leading the market in all aspects of gen-
eral, complex and international crime, and is
widely recognised for its involvement in some
of Australia’s most significant criminal cases. Its
international law practice focuses on white-col-
lar and corporate crime, transnational financial
crime, bribery and corruption, international ML,
cybercrime, international asset freezing or for-
feiture, extradition and mutual assistance law.

Authors

Dennis Miralis is a leading
Australian defence lawyer who
specialises in international
criminal law, with a focus on
complex multi-jurisdictional
regulatory investigations and
prosecutions. His areas of expertise include
cybercrime, global investigations, proceeds of
crime, bribery and corruption, anti-money
laundering, worldwide freezing orders, national
security law, Interpol Red Notices, extradition
and mutual legal assistance law. Dennis
advises individuals and companies under
investigation for economic crimes both locally
and internationally. He has extensive
experience in dealing with all major Australian
and international investigative agencies.
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Nyman Gibson Miralis strategically advises and
appears in matters where transnational cross-
border investigations and prosecutions are be-
ing conducted in parallel jurisdictions, involving
some of the largest law enforcement agencies
and financial regulators worldwide. Working
with international partners, it has advised and
acted in investigations involving the British Vir-
gin Islands, Cambodia, Canada, China, the EU,
Hong Kong, Macao, Mexico, New Zealand,
Russia, Singapore, South Africa, South Korea,
Taiwan, the UK, the USA and Vietnam.

Kartia Zappavigna is an
international criminal lawyer who
8 | has worked for the UN

% Assistance to the Khmer Rouge
& Trials in Cambodia and the NSW
Crown Solicitor’s Office in
Sydney. She holds a Master’s Degree in
International and Transnational Criminal Law
from the University of Amsterdam, and
assisted the University’s War Reparations
Centre in providing advice for NGOs on issues
of international criminal, and international
humanitarian law. Kartia’s practice focuses on
AML and CFT, UN and Australian sanctions
compliance, anti-bribery and corruption,
whistle-blower protections, the Foreign
Influence Transparency Scheme, AUSTRAC
registration, Notifiable Data Breach reporting
and human rights and fair trials. Kartia assists
the partners at Nyman Gibson Miralis in
international and domestic criminal
investigations.
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Contributed by: Dennis Miralis, Kartia Zappavigna and Darren Pham, Nyman Gibson Miralis

Darren Pham is a defence
lawyer who is part of the white-
collar investigations team at
Nyman Gibson Miralis, where he
brings his deep experience in
risk advisory, money laundering,
fraud, corruption, bribery and sanctions to
complex local and international investigations.
Darren is experienced in advising banks,
insurance companies, superannuation funds
and casinos on their operational policies,
governance frameworks, and internal audit
compliance.

Nyman Gibson Miralis

Level 9, 299 Elizabeth Street
Sydney NSW 2000

Australia N\/MAN

Tel: +61 2 9264 8884 GlBSON I\/I”?AI_‘S
Fax: +61 2 9264 9797

Email: contact@ngm.com.au Defence Lawyers and Advisors est. 1966
Web: www.ngm.com.au
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Contributed by: Dennis Miralis, Kartia Zappavigna and Darren Pham, Nyman Gibson Miralis

In the past two to three years, the Australian fed-
eral government has introduced a series of new
laws to bring Australia closer to compliance with
its international obligations.

These obligations stem from Australia being
party to numerous international anti-corruption
conventions, including the:

+ UN Convention against Corruption 2003
(UNCAC);

+ OECD Convention on Combating Bribery of
Foreign Public Officials in International Busi-
ness Transactions 1997, also known as the
Anti-Foreign Bribery Convention; and

+ UN Convention Against Transnational Organ-
ised Crime 2000 (UNTOC).

Australia is also a member of the Financial
Action Task Force (FATF), an inter-governmental
body that sets international standards on anti-
money laundering, counter-terrorism financing
and countering proliferation financing.

In line with Australia’s obligations to these con-
ventions and FATF, the government has passed
a series of legislation and plans to pass more, to
bring the anti-corruption laws and regulations up
to international standards.

The main changes brought in since late 2022,
include:

« amendment to Australia’s foreign bribery
laws, and the creation of a new offence;

« establishment of the National Anti-Corruption
Commission (NACC); and

» reforms to Australia’s Anti-Money Laundering
and Counter Terrorism Financing (AML/CTF)
Regime.
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These changes bring Australia into closer com-
pliance with its international obligations and
internal standards, however corporations, at the
front line of the government’s attempts to tackle
corruption issues, will be required to respond to
the changes in shift in the regulatory environ-
ment. Companies must be prepared and proac-
tive in responding to these changes.

Developments in Australia’s Anti-corruption
and Bribery Regime

Amendment to foreign bribery laws

On 29 February 2024, the federal parliament
passed the Crimes Legislation Amendment
(Combatting Foreign Bribery) Bill 2023.

The bill was brought, in part in response to con-
cern from the OECD Working Group on Bribery
about Australia’s low level of enforcement given
the high-risk regions and sectors in which Aus-
tralian companies operate.

The passing of this Bill brought to an end a six-
year attempt by the federal government to pass
these laws. Firstin 2017, and then again in 2019,
but those bills were allowed to lapse. Now, the
federal government has successfully passed a
leaner, and stricter version of the Bill.

There are three key changes.

* A new corporate offence of failure to prevent
foreign bribery.

* The existing offences capture a greater range
of corporate conduct.

* Increased penalties for corporations found
guilty of an offence.

The new corporate offence of failure to prevent
the bribery of a foreign public official carries a
maximum penalty of AUD27.5 million or higher.
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The new-look foreign bribery offence significant-
ly broadens the scope of conduct that could be
caught by the Criminal Code and increases the
potential punishment — increasing the risk to any
company with operations outside of Australia.
This offence does two things:

+ it makes companies liable for failing to pre-
vent foreign bribery by an “associate”; and

« it gives companies a defence for failure to
prevent foreign bribery by an associate if they
can show they had adequate procedures
in place to prevent the commission of the
offence.

“Associate” is broadly defined and includes an
employee, contractor, agent, subsidiary or con-
trolled entity of the corporation, or a person that
otherwise performs services on behalf of the
corporation.

The last category captures individuals and enti-
ties that are not directly engaged or paid by a
corporation. For example, indirect suppliers
such as customs agents who are engaged by
a supplier in another market may fall within this
definition.

This is also an absolute liability offence, meaning
there is no requirement for the prosecution to
show that the company was otherwise involved,
authorised or permitted the offence.

As a result, unless the company can demon-
strate that it has “adequate procedures” in place
to prevent bribery, it could be held criminally
responsible for the actions of third parties.

On 28 August 2024, the Attorney-General’s
Department published the “Guidance on ade-
quate procedures to prevent the commission
of foreign bribery” that was required within six
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months of the Crimes Legislation Amendment
(Combatting Foreign Bribery) Act 2024 passing.

The new foreign bribery offence signals the gov-
ernment’s intent to target corporate conduct.
This intent was clear to see at Attorney-General
Mark Dreyfus’s second-reading speech for the
bill, on 22 June 2023, when he stated that the bill
does not contain a deferred prosecution agree-
ment scheme (DPAs), as:

“When ordinary Australians commit crimes, they
feel the full force of the law. However, under
the deferred prosecution agreement scheme
proposed by the former government, compa-
nies that engaged in serious corporate crime,
including foreign bribery, would have been able
to negotiate a fine, agree to a set of conditions
and have their cases put on indefinite hold.”

Reforms to the AML/CTF regime

On 11 September 2024, the federal government
introduced the Anti-Money Laundering and
Counter-Terrorism Financing Amendment Bill
2024 to Parliament (the “2024 AML/CFT Bill”).

Australia’s current AML/CTF regime was intro-
duced in 2006, and in 2007, Parliament com-
menced the consultation processes for a second
tranche of reforms to properly bring Australia in
line with international standards set by FATF.

Despite this initial flurry, the second tranche of
reforms was never introduced and FATF found
in 2015 and again in 2018 that there were key
areas that remain unaddressed.

However, in April 2023, the current Attorney-
General announced public consultations on
reforming Australia’s AML/CTF regime and
bringing it in line with standards recommended
by the FATF.
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Part One of the consultation addressed the need
to simplify and streamline AML/CTF obligations,
as recommended by a 2016 Statutory Review of
the AML/CTF Act 2006. The review found that
the regime was too complex, which made it dif-
ficult for regulated entities to comply with their
obligations.

Part Two sought feedback on the tranche two
reforms, which would extend the AML/CTF
regime to “high-risk professions” or the “gate-
keeper professions”, including lawyers, account-
ants, trust and company service providers, real
estate agents, and dealers in precious metals
and stones (“Tranche two entities”).

The result of the consultation process is the
2024 AML/CFT Bill, which will simplify, clarify
and streamline the AML/CTF regime, while also
extending it to the Tranche two entities.

If the 2024 AML/CFT BiIll is passed, not only
will currently regulated entities need to adapt to
significant reforms, but the number of entities
covered by the regime is set to increase from
17,000 to 100,000.

It will also impact companies that rely on the ser-
vices of the Tranche two entities, as they too will
in turn be required to comply with the standards
of the AML/CTF regime

NACC established and running
On 30 November 2022, Parliament passed leg-
islation establishing the NACC.

This is an independent Commission that detects,
investigates and reports on serious or systemic
corrupt conduct in the federal public sector. It
can also refer matters to the CDPP for criminal
prosecution.
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The creation of the NACC has assisted Aus-
tralia in meeting the recommendations from the
UNCAC Implementation Review Mechanism,
pursuant to Chapter Il (Criminalisation and law
enforcement) of the UNCAC. Specifically with
the recommendation that Australia continue
the development of a comprehensive national
anti-corruption action plan, which will include
an examination of how to make anti-corruption
systems more effective.

Corruption is defined very broadly in the Nation-
al Anti-Corruption Commission Act 2022 and
includes any of the following by a public official:

* breach of trust;

* misuse of information;

 abuse of office; or

» something that adversely affects a public offi-
cial’s honest or impartial exercise of powers
or duties.

The NACC has already received thousands of
referrals since it officially commenced opera-
tions on 1 July 2023. As of February 2024, it:

+ has 331 referrals under assessment including
11 under preliminary investigation;

* is conducting 13 corruption investigations;
and

* is overseeing or monitoring 31 investigations
by other agencies.

While the focus of the NACC is the public sec-
tor, this new Commission will ultimately have
an impact on the businesses that work with the
government.

This can include companies working with or for
Parliamentarians and their staff, federal agen-
cies’ staff, or contract service providers to the
Australian government. Private entities and
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their employees can be investigated by NACC
for conduct that adversely affected a public offi-
cial’s honest or impartial exercise of their official
duties.

If NACC investigates a private entity, it will have
the power to:

« compel the production of documents;

« compel officers or employees to attend a
hearing to give evidence;

* search the company’s premises;

* use covert investigative powers, including
intercepting telecommunications; and

+ use surveillance devices and authorise covert
law enforcement operations.

Challenges, Lessons and Considerations for
Private Entities

With the shift in the regulatory environment,
companies must be prepared and proactive in
responding to these changes.

Companies must be proactive by responding to
two key requirements.

* First, having “adequate procedures” in place,
which includes improving their anti-bribery
and corruption programme (ABC programme).

+ Second, having a “compliant corporate cul-
ture”.

Adequate procedures

In light of the new foreign bribery law, it is crucial
for companies to ensure that they have “ade-
quate procedures” in place. This will involve
developing, implementing, reviewing and updat-
ing existing ABC programmes.

The Attorney-General has now published guid-

ance to assist corporations in this task. The
guidance was written with the intention that it
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would be read as an industry and size-agnostic
guide. This is explained and demonstrated with
examples in the six broad principles of the guide,
which are as listed:

« fostering a control environment to prevent
foreign bribery;

« responsibilities of top-level management;

* risk assessment;

« communication and training;

* reporting foreign bribery; and

* monitoring and review.

Developing a compliant corporate culture
Under the Criminal Code Act 1995, a company
may be liable for an offence if it has a corporate
culture that is directing, encouraging, tolerating
or leading to the commission of bribery or cor-
ruption or may lead to an offence.

However, a company may have a defence if it can
demonstrate that its corporate culture requires
its officers, agents and associated individuals
to comply with Australian anti-bribery and anti-
corruption laws through adequate procedures,
which ought to have been reasonably developed
and implemented following the principles of the
guide.

A compliant corporate culture is more impor-
tant than ever in Australia, as regulators such as
ASIC and the ACCC are increasingly focussed
on supervising and assessing culture, as they
consider poor culture to be a cause of miscon-
duct and risk management failure, and good cul-
ture to be an important factor in discouraging
such outcomes. Its importance has increased
with the implementation of the foreign bribery
amendments and introduction of the AML/CTF
reforms, etc.
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While the Australian regulatory bodies and agen-
cies have been reluctant to identify hard and fast
rules for corporate governance, standards can
be gleaned through guidance and schemes.

For example, APRA’s recently introduced Finan-
cial Accountability Regime requires regulated
entities to have:

» governance and leadership;

« compliance and accountability frameworks;

* risk assessments and risk management;

* incident response;

* remuneration management; and

+ avenues for internal and external reporting,
including whistle-blowing.

How companies can meet both requirements
For both “adequate procedures” and “compli-
ant corporate culture”, regulators have identified
overlapping principles such as good govern-
ance, frameworks, risk assessment, etc.

The bare minimum is having an appropriate ABC
programme.

* Ensure there is a clear ABC programme, that
is embedded in all governance and other
frameworks. This may require updating the
current programme, or a complete overhaul
of the programme; frequent audits and risk
assessments help determine the health of the
ABC programme.

+ Have stringent procedures that give effect
to the programme, so it does not only exist
on paper. Procedures can include financial
reporting or pre-bidding frameworks, and
internal auditing processes.

After this, good governance can be met by

practising the following policies and procedures
through a top-down approach.
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+ Ensure senior leaders are demonstrating
active compliance with the ABC programme
by ensuring the company’s strategy and ini-
tiatives are compliant.

* This includes undergoing frequent training,
and being actively involved in updating and
reviewing the effectiveness of the ABC pro-
gramme and whether risk management has
been properly considered.

The top-down approach must capture the entire
company structure.

* Provide training programmes for all employ-
ees, ensuring they understand the company’s
core values and the importance of having the
ABC programme that forms part of the com-
pany’s compliant culture.

* Provide practical training to help them under-
stand how bribery and corruption can arise
and to identify situations when they and the
business may be at risk; training should be
tailored for different jobs within the company.

With the new foreign bribery laws, the ABC pro-
gramme must also address individuals adjacent
to the company structure. Therefore, companies
must:

« distribute clear and consistent ABC mes-
saging, policies and procedures to all third
parties including contractors; and

+ ensure that risk-based compliance due dili-
gence checks are carried out on third parties
that the organisation plans to employ with
focus on high-risk jurisdictions and indus-
tries. Formal contracts with these third parties
should require them to behave in an ethical
way and comply with all relevant legislation,
including ABC legislation.
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For the ABC programme to be effective, employ-
ees and contracts will need adequate avenues
to report misconduct, or whistle-blow.

* They must provide whistle-blowers with facili-
ties to report suspicious or corrupt behaviour
confidentially and/or anonymously.

+ For multinational companies, the facility must
be available to individuals in appropriate lan-
guages and time zones.

* Frequent audits, whether internally or external-
ly, on the effectiveness of the reporting mecha-
nisms to ensure that ABC controls have been
properly implemented.

To keep the ABC programme relevant and
responsive, companies must conduct reviews.

* Mandate frequent risk assessment reviews of
the ABC programme and procedures.

* Have independent experts conduct thorough
assessments of the ABC programme, with
focus on the effectiveness of procedures and
whether the corporate culture is compliance
focused.

(a) External review or input can add a degree
of impartiality, fresh thinking and peer
benchmarking.

(b) This will require reviewing not just the
paper but the practice, through interviews
with board members, senior management
and employees, as well as data regarding
incidents and procurement, etc.
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Conclusion

The legal framework in this area has undergone
significant development in the past two years,
and in light of its international obligations, Aus-
tralia will no doubt continue to develop and
amend this framework in order to comprehen-
sively respond to corruption and bribery issues.

With private entities at the forefront of these
changes, those operating either wholly or partly
in the jurisdiction will need to stay abreast of
the relevant frameworks, reviewing and updating
their internal procedures and policies.
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